MMOJIMTUKA
MECTHOM aAMUHMCTPAIUH 30/1bCKOr0 MyYHUIIMIIAJIbHOIO PaiilOHA B OTHOIIEHUH
00padoTKN MePCOHAIBHBIX TaHHBIX

1. OBILIME MMOJIOKEHUS
I1.1. TepMUHBI U ONIpEEICHUS

[lepconanpHble MaHHBIE - JHO0as WHGOpPMAIKS, OTHOCAMIASCS K TPSIMO WJIH KOCBEHHO
OTpeIeTICHHOMY WJIU omnpeensieMomy puznueckoMy Juiy (CyOBEKTY MepCOHABHBIX TaHHBIX ).

Omneparop - rocyJapCTBEHHBIN OpraH, MyHUITUIAILHBIN OPTaH, OPUINIECKOE UITH (PU3HUECKOe
JIUI0, CAMOCTOSITEIHHO UM COBMECTHO C APYTUMU JIUIIAMHU OPTaHU3YIOIIKE U (MJIH) OCYLIECTBIISIOINE
00paboTKy MEepPCOHAIBHBIX NAaHHBIX, a TAKXKE OIpeNeNdomue Lneian o0paboTKH MepcoOHATbHBIX
JTAHHBIX, COCTaB IEPCOHAIBHBIX J@HHBIX, TMOJICKANUX 00paboTKe, ACHCTBUA (Omepalun),
COBEpIIIAEMbIE C IEPCOHATHLHBIMU JAHHBIMHU.

O6paboTka TEpPCOHATBHBIX JAHHBIX - JI00OE JeicTBUE (Omeparusi) WId COBOKYITHOCTh
neiicTBuil  (omepanuii), COBEpLIAEMBIX C KCIIOJIB30BAaHUEM CpEACTB aBTOMATHU3alMU WM 0e3
UCIIOJIb30BaHUS TaKUX CpPEICTB C TEPCOHAIBHBIMH JaHHBIMHM, BKJIIOYas cOop, 3aluch,
CUCTeMAaTH3allNI0, HAKOIUICHWEe, XpaHEHWEe, yTOYHeHHE (OOHOBIEHUE, W3MEHEHWE), HM3BICUYCHUE,
WCIIONB30BaHNUE, TMepenady (pacmpocTpaHEHHe, TMPEJOCTAaBICHHUE, JOCTyI), OOe3JIMYMBaHHUE,
OJIOKMpOBaHUE, YIAICHUE, YHUYTOKEHUE MIEPCOHATBHBIX TaHHBIX.

ABTOMaTH3UpOBaHHAss 00pabOTKa TMEPCOHAIBHBIX [aHHBIX - 00pabOTKa TMEpPCOHATBHBIX
JAHHBIX C TTIOMOIIBIO CPEJICTB BEIYUCIUTEILHON TEXHUKH.

PacnpocTpaHeHne mNepcOHaNbHBIX JaHHBIX - JEHCTBUS, HaIlpaBICHHbIE Ha PacKPbITHE
MEPCOHANBHBIX TJAHHBIX HEOMPEIETICHHOMY KPYTY JIHII.

[IpenocraBieHne NEPCOHANbHBIX JaHHBIX - JEWCTBUSA, HAIpaBIEHHbIE HAa pacKpbITHE
MEPCOHANBHBIX TAHHBIX OMPEICICHHOMY JIUITY UM OMPEIEIICHHOMY KPYTY JIUII.

brnokupoBanue nepcoHaIbHBIX JaHHBIX - BpEMEHHOE IIpeKpalieHre 00paboTKH MepCOHaATbHBIX
JaHHBIX (32 MCKIIIOYCHHEM CiIydaeB, eciau o0paboTka HeoOXoauma Ui YTOYHEHHUS MEePCOHAIBHBIX
JTAaHHBIX ).

YHUYTOXKECHHE TEePCOHANBHBIX JAaHHBIX - JEHCTBUS, B PE3ylbTaTe KOTOPBIX CTAHOBUTCS
HEBO3MOXKHBIM BOCCTaHOBHUTH COJIEp)KaHUE TMEPCOHAJIBHBIX NAHHBIX B MH(OPMALMOHHON cucTeMe
MEPCOHANBHBIX JTAHHBIX W (WJIH) B PE3yJbTaTe KOTOPHIX YHUYTOXKAIOTCS MaTepHalbHbIE HOCUTEIH
MEePCOHANBHBIX TaHHBIX.

OO0e3nnurBaHre TEPCOHANBHBIX TaHHBIX - JCHCTBUS, B PE3ylbTare KOTOPBIX CTAHOBUTCS
HEBO3MOXKHBIM 0€3 HCIOJb30BaHUs JOMOJIHUTEILHOM MH(OpPMALMKU ONPENENIUTh MPUHAIEKHOCTh
MEPCOHANBHBIX JAHHBIX KOHKPETHOMY CyOBEKTY MePCOHATBHBIX JTaHHBIX.

WNudopmarinonHasi cucteMa NepCoOHAIbHBIX JAHHBIX - COBOKYITHOCTh COJIEpKalIuxcs B 0azax
JAHHBIX MEPCOHATBHBIX JaHHBIX U 00ECIEUMBAIOMINX UX 00pabOTKy MH(POPMALMOHHBIX TEXHOJIOTHI
U TEXHUYECKUX CPEJICTB.

TpaHcrpanu4Has mepeaaya MepCOHANBHBIX JAHHBIX - Mepeaaya MepCOHANBHBIX JAHHBIX Ha
TEPPUTOPHUIO HUHOCTPAHHOT'O TOCYJapCTBA OPraHy BJIACTH MHOCTPAHHOTO FOCYAapCTBA, HHOCTPAHHOMY
(bu3MYECKOMY JIHITY WIH HHOCTPAHHOMY IOPHINYECKOMY JIUILY.

1.2. Ha3znauenue u nmpaBoBasi OCHOBa JOKYMEHTa

[TonuTuka MECTHOM aJMHHHUCTpaLUil 30JbCKOTO MYHHIMIIAIBHOTO paiioHa (nanee
AIMUHHCTpAIMs) OMpENeIseT CHUCTEMY B3IJI0B Ha MpodiieMy obOecredeHus O0e30MMacHOCTH
MEePCOHANBHBIX JAaHHBIX U MPEICTaBIsIeT cOO0H cHCTEeMaTHU3WPOBAHHOE HM3JIOKCHHE IeIe U 3amad
3alUThl, KaK OJHO WJIM HECKOJbKO MpPaBHJI, MPOLEAYpP, MPAKTHUECKUX MPHUEMOB U PYKOBOISIIMX
OpUHOHUIIOB B obOnactu  WHGOPMAIMOHHOW  O€30MacHOCTH, KOTOPBIMH  PYKOBOJACTBYETCS
AIMUHHUCTpAnUsi B CBOEM JEATEIBbHOCTH, a TaKKE€ OCHOBHBIX MPHUHIUIIOB TIOCTPOEHUS,
OpPraHMU3AIMOHHBIX, TEXHOJOTHYECKMX M MPOIEAYPHBIX aCHEKTOB oObOecredeHusl Oe30macHOCTH
MEePCOHANBHBIX TAHHBIX.

3akoHomaTenbHON OcHOBOM Hacrodiieil Ilomutuku sgsnsrorcs Kouncturyims Poccuiickoit
®Oenepanuu, ['paxkaanckuii, YrojgoBHbld U TpynoBoil koaekcbl, PeaepanbHbiil 3aKkoH oT 27.07.2006
Ne 152-®3 «O nepcoHanbHbIX naHHBIXY», Denepanbabiii 3akoH 0T 06.10.2003 Nel131-D3 «O6 o6mmx
MPUHIIMIIAX OpraHu3allid MECTHOro camoynpanieHus B Poccuiickoit denepanm» 3aKOHbBI, yKas3bl,
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IIOCTAaHOBJICHUS, APYIMe HOPMAaTUBHBIE JTOKYMEHTHI JEHCTBYIOLIErO 3aKOHOAATeNbCcTBa Pocculickon
®enepanun, 10KyMmeHTHl PCTIOK u ®Ch Poccun.

Hcnonp3oBanue naHHoM IlosMTHKM B KauecTBE OCHOBBI I IIOCTPOEHUS KOMILIEKCHOU
cucTeMbl HMH(OPMAILMOHHOM O€30MaCHOCTH IEPCOHAIBHBIX JaHHBIX AJMUHHUCTpPALlMU IO3BOJMT
ONITUMHU3UPOBATh 3aTPATHI HA €€ TIOCTPOCHUE.

ITpu pazpaborke IToMUTHKM y4NTBIBAIMCh OCHOBHBIE HMPHUHLUIBI CO3JaHUS KOMILICKCHBIX
cucreM  obOecriedeHuss  0€30MacHOCTH  WH(GOpPMAIMM, XapaKTEPUCTUKH W BO3MOXHOCTH
OPraHU3alMOHHO-TEXHUYECKUX METOI0B U COBPEMEHHBIX alllapaTHO-IPOrPAMMHBIX CPEJCTB 3aLIUTHI
Y TIPOTUBOJICHCTBHSI yTpo3aM 06e30MacHOCTH HHPOPMALIUH.

OcHoBHble nonoxeHus: [lonuTuku 6a3upyroTCsl Ha KaYECTBEHHOM OCMBICIEHHU BOIIPOCOB
6e30macHOCTH MH(OPMAIIMM U HE 3aTParuBaiOT BOIPOCOB SKOHOMUYECKOTO (KOJIMYECTBEHHOTO)
aHaM3a PUCKOB U 000CHOBAaHUS HEOOXOIMMBIX 3aTpaT Ha 3aIUTy HH(OPMAITHH.

2. OBBEKTBI 3AIIUTHI

OCHOBHBIMU O0BEKTaMHU CUCTEMBI O€30M1aCHOCTH MEPCOHATBHBIX JAHHBIX B AJIMUHUCTpALH
SBIISIIOTCSI:

- MH(POPMAIMOHHBIE PECYPCHI C OTPAaHMUYEHHBIM JIOCTYIIOM, COJIEpIKaIllie IePCOHAIBHBIC
JIAHHBIE;

- mporecchl 00pabOTKHM TEPCOHANBHBIX JIAHHBIX B HWHOOPMAIMOHHOM CHCTEME
NEPCOHAIBHBIX JAHHBIX A IMUHUCTPALUHU, HTH(MOPMALIMOHHBIE TEXHOJIOTUH, PErJIaMEHThI U IPOLIEAY PbI
cOopa, 00paboTKH, XpaHEHUs U Nepeaayd HHPOPMALIUH, TIEPCOHAN Pa3padOTYUKOB U MOJIb30BATENCH
CHCTEMBI U €€ 00CITyKUBAIOIINHA IEPCOHAT;

- nHpopManroHHass WHOPACTPYKTypa, BKIIOUAIONIAs CHCTEMbl 00paOOTKM W aHaimM3a
uHpOpMalUY, TEXHUYECKHE U TPOTrpaMMHBIE CpEACTBa ee 00paboTKH, Mepeadyud U 0TOOpakeHus, B
TOM YHCJIe KaHaJIbl HH(OPMAILIMOHHOIO 0OMEHa U TeJIEKOMMYHHUKAIUH, CUCTEMBI U CPEJICTBA 3aILUThI
uHpopManuy, 00BEKTH U TOMEIICHUS, B KOTOPBIX PACIOI0KEHbI TEXHHUECKUE CPeACTBa 00paboTKI
NEPCOHAIbHBIX JAHHBIX.

3. HEJIU U 3AJAYA OBECIHEYEHUS BE3OITACHOCTH NEPCOHAJIBHBIX

JAHHBIX
3.1. HHTepecsl 3aTparnBaeMbix CyObeKTOB HH(GOPMAIIMOHHBIX OTHOIIICHUI

CyObexTamu HH()OPMAIMOHHBIX OTHOLIECHHH MPH 00ecTIeYeHIH 0€30IaCHOCTH MEPCOHATBHBIX
TaHHBIX AJIMUHUCTPALIUU SBISIOTCS:

- AIMUHUCTpalus, Kak COOCTBEHHUK HH(OPMAIIMOHHBIX PECYpPCOB;

- PYKOBOJCTBO M COTPYAHUKU AJMHMHUCTPALMM, B COOTBETCTBUU C BO3JIOKEHHBIMU Ha
HUX QYHKIHUSIMU;

— duznyecKue JHIa, COCTOSIHE ¢ AJIMUHUCTpalMeld B TIPaKTAHCKO-TIPABOBBIX
OTHOIIEHUAX (TpaxaaHe);

[Tepeuncnennpie cyObeKThl HGOPMAITMOHHBIX OTHOIICHHUI 3aMHTEPECOBAHbI B 00ECTICUCHUH:

- CBOEBPEMEHHOTO JIOCTyNa K HEOOXOAMMBIM UM TEpPCOHANBHBIM JTaHHBIM (KX
JIOCTYITHOCTH);

- JOCTOBEPHOCTH (MOJIHOTHI, TOYHOCTH, aJ€KBATHOCTH, IIEIOCTHOCTH) MEPCOHAIbHBIX
JTaHHBIX;

— KOH(UISHIMATEHOCTH (COXPAaHEHUs B TaifHE) MEPCOHAIBHBIX JaHHBIX;

- 3aIUThl OT HaBSI3BIBAHUS UM JIOKHBIX (HEJOCTOBEPHBIX, HCKAKEHHBIX ) IEPCOHATBHBIX
JaHHBIX;

— pasrpaHUYeHHs] OTBETCTBEHHOCTH 3a HapylIeHHWss WX TpaB (MHTEPECOB) W
YCTaHOBJICHHBIX MPABUJI OOpaIeHHsI C TEPCOHANBHBIMU JTaHHBIMU;

- BO3MOXKHOCTH OCYIIECTBIICHUS HEMPEPHIBHOTO KOHTPOJIS W YIPABICHHUS MPOIECCaMU
00pabOTKH M TIepe1auu IEPCOHATBHBIX TAHHBIX;

- 3alUThI IEPCOHANBHBIX JAHHBIX OT HE3aKOHHOTO PaclpOCTPaHEHUSI.

3.2. Lenu 3anuTel

OCHOBHOM 1I€IbI0, Ha JOCTH)KEHUE KOTOPOM HalpaBJ€Hbl BCE MOJIOKEHUS HACTOSIIEH
[MonmuTuku, sBISETCS 3alIUTa CYOBEKTOB HH(DOPMAIMOHHBIX OTHOIICHUW AJMUHHCTPAIIUH OT
BO3MOXXHOTO HAHECEHHS MM MaTepuagbHOro, (U3MYECKOro, MOPajIbHOTO WJIM HWHOTro yiiepoa,



MOCPEJICTBOM CIYy4YailHOro WJIM MpEeIHAMEPEHHOTO BO3JCHCTBUS Ha TMEPCOHAIBHBIC JaHHBIC, HUX
HOCHTEIH, POIIECChI 00pabOTKH 1 TIepeIayn.

VYkazaHHas IeNb JIOCTUTAETCSl TMOCPEACTBOM O0ECHEeueHUs] M TMOCTOSIHHOTO MOJIep:KaHUs
CJIEYIOIINX CBOWCTB MEPCOHAIBHBIX JaHHBIX:

— JIOCTYITHOCTH TE€PCOHAJbHBIX JAHHBIX [JISl JIETANbHBIX TMOJb30BaTeNel (yCTONYHUBOIO
GyHKIIMOHUPOBaHUS WH(GOPMALMOHHBIX CHUCTEM AJMHMHHUCTpAIMM, MPU KOTOPOM IMOJIb30BATEIH
UMEIOT BO3MOXXHOCTh TIOJTYYEHHS HEOOXOJMMBIX MEPCOHANBHBIX JAaHHBIX U PE3yIbTaTOB PEIICHUS
3a/1a4 3a MpUuemMIIeMoe JIjIsl HUX Bpemsl);

— 1IEJIOCTHOCTH M ayTEeHTHMYHOCTU (IOJATBEP)KIEHUE aBTOPCTBA) MEPCOHAJIbHBIX JAHHBIX,
XpaHUMBIX U 00pabaThIBaeMbIX B HHPOPMAITMOHHBIX CUCTEMaX AMUHUCTPAIIUU U TIEpeIaBacMOM 10
KaHajiaM CBSI3U;

— KOH(HIEHIMAIbHOCTH - COXpPaHEHMs] B TallHE OIpEe/eJIeHHONW YacTH MNepCOHAIbHBIX
TaHHBIX, XPAaHUMBIX, 00padaThIBAEMbIX U TIEPEIaBAEMBIX 110 KaHAJaM CBS3U.

HeoOxoaumelil ypoBEeHb TOCTYIHOCTH, ETOCTHOCTU U KOH(UIEHIIMAIBHOCTH MEPCOHATBHBIX
JTaHHBIX 00€CTIeUNBACTCSA COOTBETCTBYIOLUIMMH MHOXKECTBY 3HAUUMBIX YTPO3 METOJIAMH U CPEICTBAMHU.

3.3. OcHOBHBIE 33]1a4l CUCTEMBI 00ECTICUCHUST OE30MaCHOCTH MEPCOHATBHBIX JaHHBIX

JIJist AOCTHKEHUSI OCHOBHOM 1€JTH 3alTUTHI M 00€CTIEUeHUS YKa3aHHBIX CBOWCTB MEPCOHATBHBIX
JaHHBIX CHUCTeMa ofecrieueHuss HHPOpPMAIMOHHON Oe30macHOCTH AJMUHHUCTPALMU  JI0JDKHA
obecrieunBaTh H3PPEKTUBHOE PEIICHUE CIESTYIOIUX 3a1au:

- CBOEBPEMEHHOE BBIABIIEHHE, OLIEHKA M TMPOTHO3UPOBAHHWE HCTOYHUKOB  yIpo3
MH(POPMAIIMOHHON 0€30MacHOCTH, NMPUYMH W YCIOBHM, CIIOCOOCTBYIOIIMX HAHECEHHIO yiiepOa
3aMHTEPECOBAHHBIM CyObeKkTaM HMH(GOPMAIMOHHBIX OTHOIIECHUN, HapYIIEHUI0 HOPMAaJIbHOTO
(GYHKITMOHUPOBAHUS HH(POPMAIIMOHHBIX CHCTEM AIMUHHUCTPAINH;

- CO3/IaHHM€ MEXaHU3Ma OINEePaTUBHOIO pearupoBaHuUs Ha YIpo3bl 0€30MacHOCTH MH(GOpMaLuu
Y HETaTUBHBIC TCHICHIINH;

- CO3/aHH€ YyCIOBUM UIi MHMHUMH3AIMM M JIOKaJM3alMd HAHOCHMOTo ymiepOa
HEMPaBOMEPHBIMU JIEHCTBUAMU (PU3NIECKUX U IOPUINYECKUX JIHII, OCTA0ICHIE HETaTUBHOTO BIUSHUS
Y TUKBUAALMS TTOCJIECTBUI HapylIeHUs: 6€30MMacHOCTH HH(OPMALINK;

- 3alIMTy OT BMEINIATENhCTBA B Mpolecc (yHKIMOHHPOBAHUS WHGOPMAIMOHHBIX CHCTEM
AJMUHUCTpPAIIUU TOCTOPOHHUX JIUI (AOCTYM K MH(OPMALMOHHBIM pecypcaM JOKHBI UMETh TOJIBKO
3apErHuCTPUPOBAHHBIC B YCTAHOBICHHOM MOPSIKE TIOJIB30BATEINH );

- pasrpaHUYeHHUE IOCTYIIa MOJb30BaTeNel K MHPOPMALIMOHHBIM, allllapaTHBIM, IPOTPAMMHBIM
Y MHBIM pecypcaM AJMUHHCTpAINH (BO3MOXKHOCTB JIOCTYIIA TOJIBKO K TEM PecypcaM U BBITTOHEHUS
TOJIBKO T€X Omepaluil ¢ HUIMH, KOTOpble HEOOXO UMbl KOHKPETHBIM MOJIb30BATENSIM JIsl BHITTOJIHEHUS
CBOUX CITY’KEOHBIX 00S3aHHOCTEH), TO €CTh 3aLIUTY OT HECAaHKIIMOHUPOBAHHOTO JIOCTYTIA;

- obecnieyeHne ayTeHTU(PUKAIMH TTOJIh30BaTENIeH, YUaCTBYIOMUX B HH(GOPMAITMOHHOM OOMEHE
(TOATBEPKACHHE MOATUHHOCTH OTIIPABUTENS U TIOTy4aTels HH(OpMaIun);

- 3alIMTy OT HECAHKIIMOHUPOBAHHOM MOJU(UKALUU HCHOJB3YEMBIX B HWH(DOPMALIMOHHBIX
cucteMax AJMHHHCTpAIIMM MPOTPAMMHBIX CPEACTB, a TaKXKE 3alIUTy CHUCTEMBl OT BHEIPCHHS
HECaHKLMOHUPOBAHHBIX MPOTPamMM, BKJII0Uasi KOMIIbIOTEPHBIE BUPYCHI;

- 3amUTy WHQOpPMAIMH OTPAHUYCHHOTO MOJIH30BAHMS OT YTEYKHU MO TEXHUYCCKUM KaHaIaM
pu ee 00paboTKe, XpaHSHUH U TIepeiade 1o KaHaIaM CBSI3H.

3.4. OCHOBHBIE MYTH PELICHUS 337a4 CUCTEMBI 3aIIUThI

[TocTaBneHHbIE OCHOBHBIE II€JIM 3aAlIMTHl U pEUICHHE IEPEYUCICHHbIX BBIIIE 3a/1a4
JOCTHUTAIOTCS:

- CTPOTHM YYETOM BCEX MOJUICkKAIIUX 3aLIUTEe PEeCypcoB HMH(POPMALMOHHBIX CHUCTEM
Anmunuctpamuu  (uHQoOpMauuu, — 3a7ad,  JOKYMEHTOB,  KaHajiOB  CBS3H,  CEPBEPOB,
ABTOMATHU3HPOBAHHBIX pa0OYNX MECT);

— KYpHAJIMPOBAHHUEM JICUCTBHM TIepcoHasa, OCYLIECTBISIOIIEIO OOCIyKUBaHUE H
MOJU(DUKAINIO TPOrPAMMHBIX M TEXHUYECKHUX CPEJCTB HH(POPMAIIMOHHON CUCTEMBI;

- MOJTHOTOM, peaJbHON BBIMOJHUMOCTBIO W HEIMPOTUBOPEYMBOCTBHIO TPEOOBAHMIA
OpraHU3aIMOHHO-PACTIOPSIIUTENIBHBIX JOKYMEHTOB JlemapTameHTa 1O BompocaM OOeCTeYeHHs
0e30macHOCTH HHPOPMAIIHH;



- MOATOTOBKOM JOKHOCTHBIX JIUI (COTPYAHUKOB), OTBETCTBEHHBIX 32 OPraHU3alUIO0 U
OCYIIECTBJICHUE TMPAKTHUYECKUX MEPONpUITUNA 10 oOecrnedyeHuio Oe30MacHOCTH TEePCOHATbHBIX
TAHHBIX U MIPOLIECCOB UX 00PaOOTKHY;

— HaJeNIEHUEM KaKJIOTO COTPYIHUKA (II0JIH30BATENs) MUHUMAIBHO HEOOXOIUMBIMH IS
BBITIOJTHEHUS! KM CBOUX (DYHKIMOHAJIBHBIX OOS3aHHOCTEH MOJHOMOYHMSAMH 10 JOCTYyNy K
nH()OPMALIMOHHBIM pecypcaM AJIMHHHUCTPAIIN;

— YETKUM 3HAHHEM U CTPOTHM COOJIOICHUEM BCEMH TOIh30BATEIIMHA UH(GOPMAITMOHHBIX
cucteM AJMHHHCTpalMu TpeOOBaHUN OpraHU3alMOHHO-PACIOPAIUTENBHBIX JOKYMEHTOB IIO
BOIpOcaM oOecriedeHus: 6e30MacCHOCTH HH(POPMAIIUH;

- MEePCOHANBHON OTBETCTBEHHOCTHIO 32 CBOM JCHCTBUS KXKJIOTO COTPYIHUKA, B paMKax
CBOMX (DYHKUHMOHAJIBHBIX OOS3aHHOCTEH MMEIOIIEr0 JOCTYNl K MH()OPMALIMOHHBIM pecypcam
AJIMUHHCTpALIUY;

— HEMPEPBIBHBIM TOAICP)KAHUEM HEOOXOJMMOTO YPOBHS 3alIMIIEHHOCTH 3JIEMEHTOB
WH(POPMAITMOHHOM Cpeibl A IMUHUCTPAIINH;

- MpUMEHEHHEM (U3UYECKUX W TEXHUYECKHX (ITPOrpaMMHO-aNNapaTHbIX) CPEICTB
3aIUTHI PECYPCOB CUCTEMBI U HETIPEPHIBHOM aIMUHUCTPATUBHOMN MOAECPKKON WX UCIIOJIb30BAHHS,

— 3¢ (HEeKTHBHBIM KOHTPOJIEM HaJ COOJIOJCHHUEM IOJIb30BATEIsIMU WH(GOPMAITMOHHBIX
pecypcoB AIMUHHCTPAIUK TPEOOBaHHI MO0 00ECTICUCHUIO O€30NacCHOCTH HH(POPMAIIHH;

— IOPUANYECKOW 3aIUTOM HWHTEPECOB AJIMHUHUCTpAUM TIPU B3aUMOJACHCTBHM C
BHEUTHUMH OpraHu3alusIMu (CBSI3aHHOM ¢ OOMEHOM NEPCOHAIbHBIMU JJAHHBIMU) OT MPOTHUBONPABHBIX
JNEUCTBUM, KAaK CO CTOPOHBI 3THUX OpraHU3alMii, TaK U OT HECAHKIMOHUPOBAHHBIX JEHCTBUU
00CITyKMBAIOLIET0 MEPCOHANA U TPETHUX JIMII.

4. OCHOBHBIE ITPUHIMIIBI MMOCTPOEHUSA CUCTEMBbI
BE3OITACHOCTHU NEPCOHAJIBHBIX TAHHBIX

[TocTpoenwne cuctemsl, ooecreueHns: 0€30MacCHOCTH MePCOHANBHBIX JaHHBIX AJIMUHUCTPAIIHH,
U ee (PyHKIMOHUPOBAHUE JOJKHBI OCYUIECTBIATHCA B COOTBETCTBUHU CO CIEAYIOIIMMU OCHOBHBIMHU
MIPUHIIUITAMH:

— 3aKOHHOCTB;

—  CHCTEMHOCTb;

—  KOMILJIEKCHOCTb;

—  HEMPEPHIBHOCTS;

—  CBOEBPEMEHHOCTH;

— TMPEEeMCTBEHHOCTh U HETMPEPHIBHOCTH COBEPILICHCTBOBAHMUS;

— pa3yMmHasi JOCTaTOYHOCTH (IKOHOMHUYECKAS 11eJIeCO00Pa3HOCTh);

— TIepCOHaJbHas OTBETCTBEHHOCTD;

—  MHMHHMMM3AIMS TOTHOMOYHN;

— HCKJIIOYeHHE KOH(IMKTa UHTEPECOB;

— B3aUMOJICHCTBUE U COTPYIHUYECTBO;

— TUOKOCTb CUCTEMBI 3aLUTHI;

—  OTKPBITOCTH aJITOPUTMOB U MEXAHU3MOB 3aIITUTHL;

— MPOCTOTa MPUMEHEHHS CPEJCTB 3aIUTHI,

— 000CHOBaHHOCTH U TEXHUYECKAS PEAIN3YEMOCTb;

—  crenuaiu3anus U mpopecCHOHAIN3M;

— 00s13aTeNbHOCTD KOHTPOJISL.

4.1. 3akoHHOCTH

[Ipenmonaraer oOCyIIECTBIEHUE 3alIUTHBIX MEPONPHUATHH U  pa3paboTKy CHUCTEMBI
0€30MacCHOCTH TEPCOHAJbHBIX MJAHHBIX AJIMUHUCTPAllMd B COOTBETCTBUU C JACHCTBYIOLIUM
3aKOHOJATEIHLCTBOM B OOJIACTH 3aIUTHI IEPCOHANBHBIX JAHHBIX, a TAKXKE APYTHX 3aKOHOJATEIbHBIX
akToB 1Mo Oe3omacHocT uUHpopManuun P®, ¢ mnpumMeHeHHEM BCeX J03BOJEHHBIX METOJOB
OoOHapyXEeHHS U TPEeCeYCHHsI MPAaBOHAPYIICHUN MTPH padoTe C IEPCOHATBHBIMU JaHHBIMU. [IpUHATHIE
Mepbl  0€30MacHOCTH  MEepPCOHANBHBIX  JaHHBIX HE  JOJDKHBI  MPEMsTCTBOBATH  JOCTYIY
MIPaBOOXPAHUTENLHBIX OPTaHOB B MIPEIYCMOTPEHHBIX 3aKOHOJATEILCTBOM CITyUasx.



Bce monp3oBaTenu HMH(DOPMAIMOHHOW CHUCTEMbl AJIMHUHHCTpPALMU  JOJDKHBI  UMETh
MpeACTaBICHNE 00 OTBETCTBEHHOCTH 3a IpaBOHApPYIIEHUS B 00JacTH 00paOOTKH TEPCOHAIBHBIX
JTAHHBIX.

4.2. CucteMHOCTB

CucTeMHBI TOAXOJ K TOCTPOCHUIO CHUCTEMbI 3alIUThl MH(OpMauu B AJIMHUHUCTpAIUH
MpeNIoyiaraeT yyeT BCeX B3aMMOCBSI3aHHBIX, B3aUMOJICHCTBYIONIMX U U3MEHSIOIINXCS BO BPEMEHU
AJIEMEHTOB, YCJIOBUI M (PAaKTOPOB, 3HAUUMBIX JUIS MOHUMAHUS M pEIIeHUs MpoOIeMbl obecrieueHus
0€30MacCHOCTH MEPCOHATbHBIX TAHHBIX.

[Ipu co3ganuu cuCTEMBI 3alUTHI TOJKHBI YUUTBHIBATHCS BCe ciladble W Hamboliee ys3BHUMBbIC
MecTa MH(QOPMAIMOHHBIX CHUCTEM AJIMUHHUCTpAllMM, a TaKXe XapakTep, BO3MOKHbIE OOBEKTHI U
HaNpaBJICHUsl aTak Ha HeEe CO CTOPOHBI HapymuTenell (0cOOEHHO BBICOKOKBATU(HUIIMPOBAHHBIX
37I0YMBIIIICHHUKOB). CHcTeMa 3alMThl JOJKHA CTPOUTHCS C YYETOM HE TOJIBKO BCEX HM3BECTHBIX
KaHAJIOB IMPOHUKHOBEHUS W HECAHKIMOHUPOBAHHOTO JOCTYNa K HH(POPMALMU, HO U C Y4YETOM
BO3MO>XHOCTH TOSBJICHUS MPUHIUITNAIBHO HOBBIX MyTeH peann3aluu yrpo3 0e30MacHOCTH.

4.3. KommiekcHocTh

KommuiekcHOe HCMoNb30BaHME METOJOB M CPEICTB  3aIIMTHl KOMIIBIOTEPHBIX CHUCTEM
IpearoaraeT COriacoBaHHOE NPUMEHEHHE Pa3sHOPOAHBIX CPEICTB MPU MOCTPOSHHH ILIEIOCTHOM
CHCTEMBI 3alUThl, IEPEKPHIBAIOIIEH BCE CYIIECTBEHHBIE (3HAYMMbIE) KaHAJbI pealn3alud Yrpo3 U He
cojiepkamiei cmabblX MECT Ha CThIKax OTIENIbHBIX €€ KOMIIOHEHTOB. 3allluTa JOJDKHA CTPOUTHCS
SIICTIOHUPOBAHO. BHemHsse 3ammMra J0KHA olecnednBaTtbes (DU3MUECKHMMH — CpelICTBaMH,
OpraHU3aIMOHHBIMH U TIPABOBBEIMH MEpPaMHU.

4.4. HenpepbIBHOCTH 3aIIUTHI

ObecnieueHne 0€30MACHOCTH TEPCOHANBHBIX JAHHBIX - MPOLECC, OCYIIECTBIISIEMBIN
PYKOBOJCTBOM AJIMUHUCTpPALUU, aAMHUHHCTPATOPOM 0€30MacHOCTH MH(GOPMAIMOHHON CUCTEMBI U
COTPYZHHKAMHU BCEX YPOBHEH. DTO HE TOJBKO M HE CTOJBKO MpOIeNypa MU MOJUTUKA, KOTOpas
OCYIIECTBIISIETCS] B OIpPEIEICHHBI OTPE30K BPEMEHU WJIM COBOKYIMHOCThH CPEACTB 3alllUThI, CKOJIBKO
npoliecc, KOTOPBI JODKEH MOCTOSHHO MATH Ha BCEX YPOBHSAX BHYTPU AJIIMUHHUCTPAIMU M KaXKIbIH
COTPYIHUK AJIMUHUCTpAlMU JOJDKEH NMPUHUMATh y4yacTHE B 3TOM Ipouecce. JlesTenbHOCTh Mo
obOecrnieueHri0 MHGOPMAITMOHHON OE30MaCHOCTH SIBISETCS COCTABHOM YacThIO TIOBCEIHEBHOM
nesTenbHOCTH  AnMuHUCTpanuu. M ee 3(p¢deKTUBHOCTh 3aBUCUT OT Y4acTUsl PYKOBOJCTBA
AIMHHHCTpAH B o0ecrieueHH HH(POPMAIIMOHHOM 0€301MacCHOCTH MEPCOHATBHBIX TAHHBIX.

Kpome Toro, 601bIIMHCTBY (GU3UUIECKUX U TEXHUUECKUX CPEACTB 3aIIUTHI 11 3P PEeKTHBHOTO
BBITIOTHEHUST CBOMX (YHKIMH HEOOXOJMMa TOCTOSIHHAs OpraHW3aIllMOHHAs (aIMUHUCTpPATHUBHAs)
nojajep>kKka (CBOeBpeMeHHasi CMEHa M oOecliedeHre MPaBWIbHOTO XpaHEHUsS U NMPUMEHEHHS] WMEH,
napoJiel, mepeonpezeneHue MoJIHOMOUni U T.11.). [lepepsIBbI B paboTe CpeACTB 3alIUTH MOTYT OBITH
MCIOJIb30BaHbI 3JI0YMBIIUIEHHUKAMHU ISl aHAJIM3a MPUMEHSIEMBIX METOJ0B M CPEACTB 3aIIUTHI, JJIs
BHEJPEHHUS CIIELUAIbHBIX IPOIPAMMHBIX U allllapaTHBIX "3aKJIaoK" U IPYIHX CPENCTB MIPEOJOJICHUS
3aIUTHI.

4.5. CBOEBpEMEHHOCTD

[Ipenmonaraer ynpexaarolmuii XapakTep Mep obOecrieueHus 0e30MaCHOCTH MEePCOHATBHBIX
JAHHBIX, TO €CTh IOCTAHOBKY 33/1a4 110 KOMITJICKCHOH 3aIllUTe ePCOHANBHBIX IaHHBIX U PEaTH3aIHIO
Mep oOecriedeHus: O€30MacHOCTH TEPCOHANBHBIX JaHHBIX Ha paHHUX CTaIusX pa3paboTKu
MH(POPMAIIMOHHBIX CHCTEM B LIEJIOM M UX CUCTEM 3aIlHThI, B YaCTHOCTH.

Pa3paboTka cucTembl 3alIUTHI JOJKHA BECTHCH MapajljIeIbHO C pa3paboTKOMl U pa3BUTHEM
caMmoil 3anumaemMoi nH(HOPMAIIMOHHON CUCTEMBI. JTO TO3BOJHUT y4YecTh TpeOOBaHHUs OE€30MAaCHOCTH
MIPU TTPOCKTHUPOBAHUH aPXUTEKTYphl U, B KOHEUYHOM cueTe, co3aaTh Ooisiee 3 (eKTuBHBIC (KaK 1O
3aTparaM pecypcoB, TaK W IO CTOWKOCTH) CHCTEMbI, O0JIaZalolIue JOCTaTOUYHBIM YPOBHEM
3aLUIIEHHOCTH.

4.6. [IpeeMCTBEHHOCTD M COBEPILIEHCTBOBAHUE

4.7. [IpenmnonaraeT MOCTOSAHHOE COBEPUICHCTBOBAHME MEpP M  CPEICTB  3allUThI
NEPCOHATBHBIX JAHHBIX Ha OCHOBE NMPEEMCTBEHHOCTH OPraHU3aIllMOHHBIX U TEXHHUUYECKUX PELICHUH,
KaJ[pOBOTO COCTaBa, aHajin3a (YHKIHOHUPOBAHUS HH(POPMAIMOHHBIX CHCTEM AJMHHHUCTpAUU U
CHCTEMBl €€ 3alllUThl C Y4YeTOM H3MEHEHHH B METO/JaX M CpPEIACTBaxX IepexBara HH(OpMaIuy,
HOPMAaTUBHBIX TPeOOBaHMI! MO 3alIUTE, JOCTUTHYTOTO OTEUECTBEHHOTO U 3apy0eHOTO OIbITa B ATOI
obmacTH.



4.8. PazymHas 1ocTaToOYHOCTH (IKOHOMUYECKAs 11eJIeCO00Pa3HOCTh)

[Ipenmonaraer cOOTBETCTBHE YPOBHS 3aTpaT Ha obecrieyeHre Oe30MacHOCTH MEePCOHATBHBIX
JAHHBIX IIEHHOCTH WH(GOPMAIMOHHBIX PECYpCOB M BEIMYMHE BO3MOXKHOTO ymiepba oT Hux
pasrialieHus, yTparbl, YT€UKH, YHUUYTOXKEHUS M HUCKaxeHHs. Vcmonb3yemble Mepbl U CpPEICTBa
obecrieyeHrss 0e30MacHOCTH HMH(DOPMAIMOHHBIX PECYpCOB HE JIOJDKHBI 3aMETHO  YXY/IIATh
SPrOHOMHUYECKHE MOKa3aTelu padOThl KOMIOHEHTOB MH(GOPMALMOHHBIX CHCTEM AJIMUHHUCTPALIMU.
Wznumane Mepsl 0€30IMacCHOCTH, IMOMHMO HSKOHOMHYECKOW Hed()()EeKTUBHOCTH, MPUBOAAT K
YTOMJICHHUIO U pa3/Ipa’keHUI0 MepCcoHaa.

Co3aatp abCONIOTHO HEMIPEOIOIMMYIO CUCTEMY 3aIlUThI MPHUHLINUITHAIEHO HEBO3MOXKHO. [Toka
MepCOHANbHbIE JaHHbIE HAXOASATCS B OOpallleHWH, MPUHUMAeMble MEpPbl MOTYT TOJbKO CHHU3UTh
BEPOSTHOCTh HEraTUBHBIX BO3JCHCTBUI MM ylmepO OT HUX, HO HE MCKIIOYUTh MX MOJHOCTHIO. [pn
JIOCTaTOYHOM KOJIMYECTBE BPEMEHU U CPEJICTB BO3MOXHO IMPEOJ0JIeTh J00yro 3amuty. [loaTomy
UMEET CMBICI paccMaTpuBaTh HEKOTOPBIA IMPHEMJIEMbIH YpoBeHb oOecrneyeHHus Oe30MacHOCTH.
BricokoaddexTuBHas cucTeMa 3alUThl CTOUT JOPOT0, UCIIOIB3YET MPHU paboTe CYIIECTBEHHYIO YacTh
PECYpPCOB M MOKET CO3/1aBaTh OLIYTUMbBIC IOMOJHHUTEIbHBIC HEYZAO0OCTBA IOJIb30BaTeNsAIM. BaxHO
MPaBWIbHO BHIOpaTh TOT JOCTAaTOYHBIA YpPOBEHb 3aIIMTHI, MPU KOTOPOM 3aTpaThl, PUCK U pa3zMep
BO3MOXKHOTO yiiep0Oa ObUTH ObI TPUEMIIEMBIMH.

4.9. IlepconanbHasi OTBETCTBEHHOCTh

[Ipennonaraer Bo3/i0keHHE OTBETCTBEHHOCTH 3a o0ecreyeHne 0e30MacHOCTH MePCOHATBHBIX
JaHHBIX M CHUCTEMBbI UX OOpaOOTKM Ha KaXKIOro COTpYyAHHKA B Ipejaesiax ero mHojHoMmouwil. B
COOTBETCTBUHM C 3THUM TNPHUHIMIIOM paclpe/ielieHue NpaB U 00sA3aHHOCTEH COTPYIHUKOB CTPOUTCS
TakuM 00pa3oM, 4TOOBI B CiTy4ae JHO00TO HapyIIeHHUs] KPyT BUHOBHUKOB OB YETKO MU3BECTCH WU
CBElIeH K MUHUMYMY.

4.10. MuHuMHU3anysa IOJIHOMOYNH

O3HayvaeT MpeaoCcTaBIeHUE MOIB30BATEIIM MUHUMAIBHBIX IPaB JOCTYIAa B COOTBETCTBUH CO
ci1yke0HOM HE0OXOAUMOCTHIO. JIOCTYII K MEPCOHATBHBIM JIAHHBIM JIOJIKEH MPEAOCTaBISATHCS TOJIBKO
B TOM Cllydae U 00beMe, €CIIM 3TO HEOOXOJMMO COTPYIHHKY JJISl BHIMOJHEHUS €ro JODKHOCTHBIX
00s13aHHOCTEH.

4.11.  HckmodyeHne KOH(IMKTa HHTEpecoB (pa3aeneHue (yHKITHiA)

DddekTuBHAA cucTemMa obecredeHus HHPOpMaIMOHHON 0€30MaCHOCTH MPEIT0JIaraeT YeTKOE
paszzneneHue 00s3aHHOCTEH COTPYIHMKOB M HCKIIOUEHHE CHTYyallMi, Korja cdepa OTBETCTBEHHOCTH
COTPYJIHUKOB JOMycKaeT KOHQIUKT uHTepecoB. Cdepbl NMOTEHUUATbHBIX KOH(MDIUKTOB JOKHBI
BBISIBIISATHCS,, MUHUMHU3UPOBATHCS, M HAXOAUTCS MOJ] CTPOTMM HE3aBUCHUMBIM KOHTposieM. Peanu3zarus
JAHHOTO MPHUHILIMIIA TPEANoJiaraeT, 4To HE OJAMH COTPYJHUK HE JOKEH HMETh MOJIHOMOYHH,
MO3BOJISIONIMX €My E€IMHOIUYHO OCYIIECTBIIATH BBIIOJHEHHE KPUTHYHBIX omepanuii. Hanenenue
COTPYJIHUKOB TOJHOMOYMSIMH, MOPOXKIAIOIIMMH KOH(MIUKT HHTEPECOB, JaeT €My BO3MOXKHOCTb
MOJITACOBBIBATh MH(OPMALUIO B KOPBICTHBIX IENSAX WIM C TeM, 4TOOBI CKPBITh HPOOJIEMBI HIU
MOHECEHHbIE YOBITKU. /{71l CHUKEHUS pUCKa MAaHUITYJIMPOBAHUS NEPCOHAIBHBIMU JaHHBIMU M PHCKa
XHILEHHS, TAKUE TIOJTHOMOYHS JT0JDKHBI B MAKCUMAIIbHO BO3MOYKHOM CTETIEHU OBITh pa3zieNieHbl MKy
Pa3IMYHBIMHU COTpYIHHKaMU AaMmuHuctpanuu. Heo0xoaumMo npoBoauTh NepUOAHYECKUE TPOBEPKU
00s13aHHOCTEH, (DYHKIMIA U AEATEIBHOCTH COTPYAHUKOB, BHITOIHSIOMINX KIIIOYEBbIE (PYHKIINH, C TEM,
9YTOOBI OHM HE UMEIH BO3MOXHOCTU CKPBIBATh COBEpIIEHUE HEMPAaBOMEPHBIX AeiicTBuil. Kpome Toro,
HE00X0IMMO MPUHUMATh CHEIHATIBHBIE MEPHI 10 HEIOMYIIEHUIO CTOBOPA MEXKIY COTPYAHUKAMHU.

4.12. B3anmopeiicTBre U COTPYTHUUECTBO

[Ipennonaraer co3gaHue OMAronpusATHONH aTMOC(epbl B KOJUIEKTHBE AJIMHUHHUCTpanuu. B
Takod 0OCTaHOBKE COTPYIHUKH JOJDKHBI OCO3HAHHO COOJIIOJIaTh YCTAHOBJICHHBIE NpaBWJIa U
OKa3bIBaTh COJICHCTBUE ACATEIBHOCTH OTBETCTBEHHBIM 32 OpPraHU3alUI0 00pa0OTKU MEepPCOHAIBHBIX
JAHHbBIX.

BaxubiM 31eMeHTOM 3¢ (EeKTUBHONW CHUCTEMBI OOecreueHHs: 0e30MacHOCTH IMEePCOHATBHBIX
TaHHBIX B AJMUHUCTpAILlMU SBISETCS BBICOKAas KyJlbTypa paboTbl ¢ mHpopmauueid. PykoBoactso
AJIMUHHCTpPAIIUN HECET OTBETCTBEHHOCTh 33 CTPOTrO€ COONIO/IEHHE ITUYECKHX HOPM U CTaHAapTOB
PO eCCUOHATBHON JEATETHLHOCTH, MOAYCPKHUBAIONICH W JEMOHCTPUPYIOIICH IMEpCOHATy Ha BCEX
YPOBHSIX BaXHOCTh oOOecreueHuss HWHPOPMALMOHHON Oe3omacHOocTH AjMuUHHUCTpanmu. Bcee
COTPYIHUKA AJMHHHUCTpPAllMM JOJDKHBI TOHMMAaTh CBOIO poJib B Tporecce oOecrnedeHus
MH(POPMAIIMOHHON 0€30MacHOCTH M MPUHUMATh ydyacTHe B 3TOM Ipoiecce. HecMoTpss Ha ToO, 4TO



BBICOKasI KyJIbTypa obecriedeHusi HH()OpMAIMOHHON 0€3011aCHOCTH HE TapaHTUPYET aBTOMATHYECKOTO
JOCTUKEHHUS 11eJiel, ee OTCYTCTBHE CO3/1aeT OO0JIbIle BO3MOXKHOCTEH Ui HapylIeHHUs: 0e30MacHOCTH
WK He 0OHapyKeHus (aKTOB ee HapyIICHUSI.

4.13.  T'uOkocTh CUCTEMBI 3aIIUTHI

Cucrema obecnieueHust ”HPOPMALIMOHHOM 6€30MacHOCTH JOJKHA OBITH CIIOCOOHA pearupoBaTh
Ha M3MEHEHMS BHEIIHEW Cpellbl U YCIOBUU OCYIIECTBICHUSI AJIMUHUCTPALIMEN CBOEH AESTEIbHOCTH.
B uncio Takux u3MEHEHH BXOMAT:

— U3MEHEHUS OPraHU3alMOHHON U IITATHOU CTPYKTYPbl AIMUHUCTPALINH;

— W3MEHEHHE CYUIECTBYIOIIUX HJIM BHEIPEHHE MPUHIUIHAIBHO HOBBIX MH(POPMAIIMOHHBIX
CUCTEM;

— HOBBIC TEXHUYECKUE CPEJICTBA.

CBOMCTBO THOKOCTH CHCTEMBI obOecrieueHrsi MHGHOPMAIIMOHHONW 0e301acHOCTH M30aBIIsSIET B
TaKMX CUTYallUAX OT HEOOXOTUMOCTU MPHUHATHS KapIAWHATBHBIX MEp MO MOJTHON 3aMEHEe CPENCTB U
METOJIOB 3aIIUTHI HA HOBBIE, YTO CHIKAET €€ OOIYI0 CTOUMOCTb.

4.14. OTKpBITOCTH AITOPUTMOB U MEXAaHU3MOB 3aIIUThI

CyTp IpUHIUIA OTKPHITOCTH aJTOPUTMOB U MEXAHHU3MOB 3aIllUThl COCTOUT B TOM, YTO 3alllUTa
HE JTOJKHA 00eCreunBaThCs TOMBKO 32 CUET CEKPETHOCTH CTPYKTYpPHOUM OpraHHU3aIiy U aJrOpUTMOB
(GYHKIIMOHUPOBAHMUS €€ MOJICUCTEM. 3HaHUE alITOPUTMOB paOOThI CUCTEMBI 3aIUTHI HE TOJKHO AaBaTh
BO3MOXXHOCTH €€ TpeojoicHus (Iake aBTopam). JTO, OJHAKO, HE O3HAYaeT, 4yTo MHGopMaius od
MCIOJIb3YEMBIX CHCTEMax M MEXaHM3Max 3alllUThl JOJKHA ObITh 00IEA0CTYIIHA.

4.15.  IIpocroTa mpyUMEHEHUs CPEACTB 3AITUTHI

MexaHu3mMbl U METOJbl 3alIUThl JODKHBI OBITh HMHTYUTHBHO TOHSATHBI M TPOCTHl B
ucnonb3oBaHuu. [IpuMeHeHrne CpeCTB U METOOB 3aIIUTHI HE JOJKHO OBITH CBSI3aHO CO 3HAHHEM
CHEIHAIbHBIX S3bIKOB UJIM C BBIITOJIHEHUEM AEHCTBUNA, TPEOYIONIMX 3HAYNTENbHBIX JOMOIHUTEIbHBIX
TpyJ03aTpaT MpU OOBIYHON paboTe 3aperuCTPUPOBAHHBIX IOJIB30BATENICH, a TaKXKe HE JOJIKHO
TpeOoBaTh OT MOJIL30BATEINSI BHITOJHEHUS! PYTHHHBIX MaJOMOHATHBIX €My OIepaliuii.

4.16.  OGOCHOBAHHOCTb U TEXHUYECKAs peaTM3yeMOCTh

HNudopmalinoHHbIE TEXHOJIOTUH, TEXHUYECKUE U TPOrpaMMHBIE CPE/ICTBA, CPENICTBA U MEPHI
3alUThl MMEPCOHANBHBIX JTAHHBIX JOJDKHBI OBITh pEan30BaHbl HA COBPEMEHHOM YPOBHE Pa3BUTHS
HAayKd M TEXHHUKH, OOOCHOBAHBI C TOYKHM 3PEHUS JOCTHKEHHUS 3aJaHHOrO YpOBHS 0e30macHOCTH
uHpOpMalUM M DKOHOMHUYECKOW IIeNeCOOOpPa3HOCTH, a TakKe JOJDKHBI COOTBETCTBOBATH
YCTaHOBJICHHBIM HOpPMaM U TPeOOBaHUAM 110 0€30MaCHOCTH NEPCOHAIBHBIX JaHHbBIX.

4.17.  Cneumanuzauus ¥ npohecCHoHAIN3M

[Ipenmonaraer npuBiedYeHUE K pa3pabOTKeE CPECTB U peain3aliy Mep 3allUThl HePCOHATBHBIX
JAHHBIX CHEIHATU3UPOBAHHBIX OpTraHU3alNid, HAuOOJee MOJArOTOBIEHHBIX K KOHKPETHOMY BHUIY
NEeSTeIbHOCTH 10 OOecnedeHno 0e30MacHOCTH WH(GOPMALMOHHBIX PECYPCOB, HWMEIOIIUX OIBIT
MPAKTUIECKOW pabOThl U TOCYAAPCTBEHHYIO JMIICH3UIO HA MPaBO OKa3aHUS yCIyr B 3TOH 00JacTH.
Peanu3zanusi aAMMHHUCTPATUBHBIX MEP M SKCILTyaTallds CPEICTB 3alIUThl JOKHA OCYIIECTBISATHCS
npodeccnoHalbHO TOATOTOBIEHHBIMU — ClieluanucTaMu  JlemapramenTa (OTBETCTBEHHBIMH 32
OpraHu3anuio 00padOTKH MEPCOHATBHBIX TAHHBIX ).

4.18.  OO6s3aTeNBbHOCTH KOHTPOJIS

[Ipenmonaraer 0053aTe€IbHOCTh M CBOEBPEMEHHOCTH BBISIBICHHUS M IMPECEYEHHUS MOMBITOK
HapYyIICHHs YCTAHOBJICHHBIX MTPABIII, O0ecTieueHuUs! 0€30MaCHOCTH MIEPCOHATBHBIX IAHHBIX, HA OCHOBE
UCIOJIb3YEMBIX CHUCTEM U CPEJCTB 3alllUThl IMEPCOHAIbHBIX JAHHBIX, MPH COBEPIICHCTBOBAHUU
KPUTEPHUEB U METOJIOB OLIEHKH () (HEKTUBHOCTHU ITUX CHCTEM U CPEICTB.

KouTponb 3a nedaTenbHOCThIO JII0OOOTO IMOJIb30BATENsl, Ka)XJOro CpeAcTBa 3allUThl U B
OTHOIICHUHU JIO00ro 00BEKTa 3alUThl JOJKEH OCYIIECTBIATHCS Ha OCHOBE MPUMEHEHHs CPEICTB
OMEepPAaTUBHOTO KOHTPOJIS U PETUCTPAIMU U JOJKEH OXBAaThIBaTh KaK HECAHKIIMOHUPOBAHHbBIC, TAK U
CaHKIMOHUPOBAHHBIE ACUCTBHS MOJIH30BATENCH.

Kpowme toro, apdextuBHas cucrema obecrieueHust HHPOPMALMOHHON O€30MaCHOCTH TpedyeT
HaJIM4us aJIeKBaTHOMN U BceoObeMITIoNIe nH(POpMaIuu 0 TEKYIIEM COCTOSIHUU MPOIIECCOB, CBSI3aHHBIX
C JIBMDKEHHUEM MH(OPMAIIUK U CBEJICHUH O COOJIIO/ICHUU YCTaHOBICHHBIX HOPMAaTHUBHBIX TPEOOBaHUH,
a TaKXXe TOTOJIHUTENbHON HH(POPMAIINH, UMEIOIIECH OTHOIIEHNUE K TPUHATHIO pemennii. Uadopmanus
JOJKHA OBITh HAJEKHOM, CBOEBPEMEHHOM, IOCTYITHOW U IPABHILHO 0()OPMIICHHOM.



Henocratku cucremsl obecrieueHus: HHGOPMAIMOHHON  OE€30MaCHOCTH, BBISBICHHBIC
coTpyaHuKaMu JlemapramMeHTa [OJDKHBI HEMEIJIEHHO JOBOAMTHCS JO CBEIEHUS PYKOBOIUTEIS
JlemapramMeHTa U ONMEpPaTUBHO YCTPAHSATHCSA. BOMPOCH], KOTOPhIE KaXYTCs HE3HAYMTEIHHBIMU, KOTJa
OTJIeNIbHBIE MPOIIECCH PACCMATPUBAIOTCS U30JUPOBAHHO, MTPU PACCMOTPEHUH UX HAPSAY C APYTUMHU
acTleKTaMH MOTYT YyKa3aTh Ha OTpUIIATeIbHBbIE TEHICHIIMH, TPO3SIINE MEepepacTH B KPYITHBIC
HEJ0CTaTKH, €CJIM OHU He OYyAYT CBOEBPEMEHHO YCTPaHEHBI.

5.  MEPBI, METO/JbI U CPEJACTBA OBECIHHEYEHUSA TPEBYEMOI'O YPOBHS

SAIIUTBI UTHO®OPMAIIMOHHBIX PECYPCOB
5.1. Meps! obecrieueHust HH(GOPMAIMOHHON 0€30MacHOCTH

Bce mepro1 o6ecrieuenus 6€301macHOCTH HHOOPMAITMOHHBIX CUCTEM TTOIPA3ICTISIOTCS Ha!

— TIpaBOBBIC (3aKOHO/IATEIILHBIC);

—  MOpPaJIbHO-3TUYECKHUE;

—  TEXHOJOTUYECKUE;

— OpraHu3aldOHHbBIC (AAMUHUCTPATUBHBIC);

— (usnyeckue;

— TEXHUYECKHeE (anmapaTypHbI€ U IPOrPaMMHBIE).

5.1.1. 3akoHOAaTeNbHBIC (TIPABOBBIC) MEPHI 3AIIUTHI

K mpaBoBEIM MepaMm 3alMTHl OTHOCSTCS JCHCTBYIONUME B CTpaHE 3aKOHBI, YKa3bl H
HOPMAaTUBHBIE aKThl, pErIaMEHTUPYIOLIUE TMpaBujia OOpalleHUs] C TEePCOHAIbHBIMU JaHHBIMHU,
3aKPEIUISIONIUE MpaBa U OOS3aHHOCTH YYaCTHUKOB HWH(OPMAIIMOHHBIX OTHOIIEHUH B IMPOIECCe HX
00pabOTKM M HCIOJIB30BaHHUA, @ TAK)K€ yCTaHABIMBAIOLUME OTBETCTBEHHOCTh 3a HAPYLICHMS 3THUX
npaBwI. [IpaBoBbIle MepHI 3aIIUTHI HOCAT B OCHOBHOM YIPEKIAOIINMA, MPOPHIAKTUYECKUN XapaKTep
U TpeOyIOT TMOCTOSHHOM pa3bACHUTENBHON paboThl € TMOJIb30BATENSIMH M O0OCITY>KHBAIOIIUM
nepcoHaoM MHGOPMAIMOHHBIX CUCTEM JlemapTaMeHTa.

5.1.2. MopanbHO-3THYECKUE MEPHI 3AIUTHI

K MopanbHO-3THYECKHMM MepaM OTHOCSTCS HOPMBI TIOBEIEHUS, KOTOpPHIE TPAJAUIIMOHHO
CIIOKWJIUCh WJIM CKJIAABIBAIOTCS IO Mepe paclnpocTpaHeHHs: WH(POPMAIMOHHBIX TEXHOJOTUH B
AIMUHUCTpAMU. DTU HOPMBI OOJIBIIIEH YaCThIO HE SBIISIOTCS 005S3aTeNbHBIMU, KaK 3aKOHOAATEIHHO
YTBEPKJICHHbIE HOPMATUBHBIE AaKThl, OJHAKO, UX HECOOIIOJCHHE MOKET MPUBECTU K MaJECHUIO
ABTOPUTETA, MIPECTIIKA YETIOBEKA, TPYIIIHI U] WM A TMUHUCTPAIIUU B IIEJIOM. MOpabHO-3THIECKHUE
HOPMBI OBIBAIOT KaK HEIMHUCaHbIE, TaK U MUCAHbIC, TO €CTh OPOPMIICHHBIE B HEKOTOPHIN CBOJ (YCTaB)
MPaBWI WJIM MPEANHCaHuA. MOpaIbHO-3TUYECKUE MEPhI 3aIIUTHI SBISIFOTCS MPOGUITAKTHISCKUMH U
TpeOyIOT NOCTOSTHHON padOThI O CO3AAHMIO 3J0POBOIO MOPAIBHOIO KJIMMaTa B KOJUIEKTHBE.

5.13. TexHOJIOrMUECKHE MEPHI 3AIIUTHI

K nanHomy BuIy Mep 3allIUTH OTHOCSITCSI PA3HOTO PO/ia TEXHOJIOTUYECKUE PEILICHUS U IPHUEMBI,
OCHOBaHHBIC Ha UCIIOJL30BAHUU HEKOTOPBIX BUIOB U30BITOYHOCTH (CTPYKTYPHOH, PYHKIIMOHATHHOH,
nH(OPMALIMOHHON, BpEMEHHOM U T.II.) U HAIllpaBJICHHbIC HA YMEHbIIIEHNE BO3MOKHOCTH COBEPILICHUS
COTPYJIHUKAMHU OIIMOOK U HAPYIICHHUI B paMKax MPEAOCTaBICHHBIX UM MIPaB U MOJIHOMOYHH.

5.14. OpranuzanoHHbple (aIMUHUCTPATUBHBIC) MEPHI 3AIHUTHI

OpranuzanuoHHble (aAMUHUCTPATHBHBIC) MEPHl 3aIIUTHI - ATO MEpPhl OPTaHU3AIMOHHOTO
XapakTepa, perJiaMeHTHPYIOIIHE MPpoLecchl (PyHKIHOHUPOBAHUS CUCTEMbBI 00pa0OTKHU MEPCOHABHBIX
JAHHBIX, UCTIOJIb30BAHUE €€ PECYPCOB, IEATEILHOCTH 0OCTYKHBAIOILIETO [IEPCOHANA, a TAKXKE MOPAI0K
B3aUMOJICHCTBHUS TIOJIH30BATEICH C CHUCTEMOW TaKMM 00pa3oM, 4TOObl B HaWOOJBIIECH CTEICHU
3aTPyIHUTH WM UCKIIOYUTH BO3MOXKHOCThH pealli3alii Yyrpo3 0€30MacHOCTH WU CHU3UTH pazMep
MOTEPh B CIIy4ae UX pean3aliii.

5.2. dopmMupoBaHUE TOTUTHKU 0€30MMaCHOCTH

['maBHast 1enb aJMUHUCTPATHUBHBIX MEp, MPEANPUHUMAEMBIX Ha BBICIIEM YMPABICHUYECKOM
ypoBHE - cOPMUPOBATH MOJIUTUKY B 00JacTu obecriedeHusi 6€30MacHOCTH MEePCOHATBHBIX JTaHHBIX
(oTpakarolryo MOaX0Abl K 3allUTe NEPCOHABHBIX JaHHBIX) U 00ECIIEYUTh €€ BBHIIIOJHEHHUE, BBIICIISAS
HEO0XOIUMBIE PECYPCHI M KOHTPOJIUPYS COCTOSHHUE JIelT.

C mnpakTUYECKOW TOYKM 3pEeHHS TOJUTHKY B o0mactu oOecredeHus: 0e30macHOCTH
MEePCOHANBHBIX JAHHBIX B AJIMUHUCTpAIMU IEIeco00pa3Ho pa30uTh Ha 1Ba ypoBHs. K BepxHemy
YPOBHIO OTHOCSITCSI PELLIEHUS] PYKOBOJICTBA, 3aTPAruBaloIIue JesITeIbHOCTh AJIMUHHUCTPAIIMH B LIETIOM.
[TonmuTka BEepXHEro YPOBHS JOJDKHA YETKO OYEPTUTh CQepy BIUSHUS W OTPAHUUYCHUS TPU



ompeieNieHuu Iieneld 0e30MmacHOCTH IMEepPCOHANbHBIX JAHHBIX, OMPENCIUTh KAKUMU pecypcamu
(MaTepualibHble, CTPYKTYpHbIE, OpraHU3allMOHHbIE) OHM OyIyT NOCTUTHYTBHI, U HAMTH pa3yMHBII
KOMITPOMHUCC MEXKy PUEMIIEMBIM YPOBHEM 0€30MaCHOCTH M (PYHKIIHOHATBHOCTBIO.

[TonmuTKa HUXKHETO YpPOBHS, OMpeEeNseT MPOUEAYyphbl, W TMpaBuia AOCTHKEHUS Lenell u
pelieHus 3amad Oe30MAaCHOCTH TMEPCOHANBHBIX TaHHBIX U JACTaTU3UPYyeT (PEerIaMeHTHPYET) 3TH
MpaBHIa:

- KAaKOBBbl POJM U OO0S3aHHOCTH JIOJDKHOCTHBIX JIMI, OTBEYAIOIIUE 3a IPOBEACHHE
MOJINTUKU O€30MaCHOCTH MEPCOHATBHBIX TaHHBIX;

- KTO UMEET IPaBa JI0CTyIa K IepCOHAIbHBIM JaHHBIM, KTO U IIPU KAKHUX YCIOBHUIX MOXKET
9UTATh U MOAU(UIIMPOBATH MTEPCOHANBHBIE TaHHBIC U T.JI.

[TonuTHKa HUKHETO YPOBHS JOJDKHA:

- MpelycMaTpuBaTh perjaMeHT HMHQOPMAIMOHHBIX OTHOUICHHM, MCKIIIOYAIOLIUX
BO3MOKHOCTb MPOU3BOJIbHBIX, MOHOMIOJbHBIX WJIM HECAHKIIMOHUPOBAHHBIX NEHCTBUM B OTHOILICHUU
WH(POPMAITMOHHBIX PECYPCOB;

- OTIpEeACIATh KOAIUIMOHHBIE W HepapXWyecKue MPUHIMIBI U METOIbl pa3ziesieHus
CEKpETOB U pa3rpaHUUEHUs IOCTYTa K NEPCOHATLHBIM JTaHHBIM;

- BBIOMPATH MIPOrpaMMHO-TEXHUYECKHE (anmnapaTHbie) cpencta nporuBoaeicTeust HCJL,
ayTeHTU(UKAlUM, aBTOPU3ALMH, WACHTUOUKALMM W  JPYTHX  3alIUTHBIX  MEXaHH3MOB,
00eCneUYnBAOIINX TAPAHTUH peaTn3alii NpaB M OTBETCTBEHHOCTH CYOBEKTOB HMH()OPMAIMOHHBIX
OTHOILIEHUH.

5.3. PernamenTanus 1ocTyna B mOMELIEHUS

KomnoneHTsl WH(GOpPMAaLMOHHBIX CUCTEM AJMHHHCTpPAlMM JOJDKHBI pa3Meliatbes B
MOMEIIEHUAX, HAXOJIIIMXCS TIOJ OXpaHOW WM HAOTIOACHHEM, HUCKIIOYAIOIIUM BO3MOXXHOCTh
OCCKOHTPOJBPHOTO TPOHUKHOBEHUS B TIOMEIICHHUS TOCTOPOHHHX JHUI[ U 00ecrneyrBaouM
(U3HUYECKYIO0 COXPAHHOCTh HAXOISAIINXCS B TOMEIIEHUH 3aIIHUIIAEMBIX PECypCoB (OKyMEeHTOB, APM
U T.aI.). YOOpKka TakuX IOMEIIEHUH [OJKHA MPOU3BOJAUTHCS B MPHUCYTCTBUU OTBETCTBEHHOI'O
COTPYJHUKA, 32 KOTOPHIM 3aKPEIUICHbI TaHHBIE KOMIOHEHTHI, ¢ COOJIOJICHHEM MEp, HCKITFOYAIOIINX
JOCTYT MOCTOPOHHUX JIUI K 3aLUIIaeMbIM HHPOPMALIMOHHBIM PECYpCaM.

Bo Bpemst 00paboTKH MepCOHANBHBIX TaHHBIX B TAKMX MOMEIIEHUSX JTOJDKEH MPUCYTCTBOBATh
TOJIBKO TEpCOHaN, OMYIIEHHbI K paboTe C MEepCOHaJbHBIMU JaHHBIMHU. 3ampeliaeTcsl MpueMm
MMOCETUTENICH B MOMEIICHHUSX, KOT/Ia OCYIIECTBIIACTCS 00paboTKa MepCOHANBHBIX JaHHBIX.

[To oxoHuaHuu pabouero AHs, MOMELIEHHUS, B KOTOPHIX PAa3MEIIAIOTCSI KOMIIOHEHTHI
WH()OPMAIIMOHHBIX CHCTEM AJIMHUHHUCTPAIINH, JOJDKHBI 3aTUPATHCS Ha KITHOY.

B cinywae ocHamieHusi TMOMENICHUW CPEACTBAMU OXPAHHOM CHUTHAJIM3AIMH, a TaKkKe
aBTOMATU3MPOBAHHON CHCTEMOW IMpHeMa U PETUCTPALMU CUTHAJIOB OT 3THUX CPEICTB, IPUEM-ClIaya
TaKMX MOMEIIEHUN MOJ OXpaHy OCYIIECTBISETCS Ha OCHOBAaHMU CIIELUAlIbHO pa3pabaThiBaeMOi
UHCTPYKIIUU.

5.4. PernamenTanust gomycka COTPYIHHUKOB K HCIOJIB30BAaHUIO WH(POPMAIMOHHBIX
pecypcos

B pamkax pa3pemuTenbHoi CUCTEMBI (MaTPULIb) TOCTyIIa yCTaHABIMBAETCS: KTO, KOMY, KaKyIO
MH(OPMAIIHIO U JUTS KAKOTO BHJIA JOCTYIIa MOKET MPEIOCTABUTh U IIPHU KAKUX yCIOBUSX.

Jomyck monb3oBareneit Kk padore ¢ WHOOPMAIMOHHBIMH CHCTEMaMH AIMUHUCTpAIlUU U
JOCTYyNl K €€ pecypcaM AOJDKeH OBITh CTPOTO periaMeHTHpoBaH. JIloOble M3MEHEHHUs cocTaBa U
MTOJIHOMOYUH MOJIb30BaTeNel MOJCUCTEM JOJIKHBI TPOU3BOJUTHCS YCTAHOBIEHHBIM MOPSIKOM.

YpOBEHb TMOJHOMOYHUI KaXJIOTO TOJH30BATENS OMPEICNAeTCS WHANBUAYAIbHO, COOIOas
cienyromye TpeOOBaHMS:

—  K@XIbI COTPYAHHUK MOJB3YETCs TOIBKO MPEIIUCAHHBIMU €MY NpaBaMU MO OTHOILIEHUIO K
MEePCOHANTBHBIM JaHHBIM, C KOTOPBIMH €My HeoOxoauma padoTa B COOTBETCTBUU C JOHKHOCTHBIMHU
o0si3aHHOCTSAIMU. PacmmpeHue mnpaB AOCTyNa U MPEAOCTaBICHHE JOCTyNa K JOMOJHUTEIbHBIM
nH()OPMALIMOHHBIX  pecypcaM, B  00s3aTEIbHOM  TOPSJKE, JOHKHO  COTJIAcOBBIBAaTHCS  C
OTBETCTBEHHBIMH 32 OPraHU3alHI0 00paOOTKH NMEPCOHATBHBIX TaHHBIX;

— pykoBoauTeNb AJIMUHUCTpAallMd HMEET I[paBa Ha NPOCMOTpP HUHGOPMAIUU CBOHUX
MOAYUHEHHBIX TOJBKO B YCTAHOBJICHHBIX IpEJENIaX B COOTBETCTBUU CO CBOMMH JOJIKHOCTHBIMU
00513aHHOCTSIMHU.



Bce coTpynHukn AIMHHHCTpAUMU W OOCITYXXHBAIOIIMH IEPCOHAN, MJOJDKHBI HECTH
MEPCOHANBbHYIO0 OTBETCTBEHHOCTD 32 HApYIICHUs YCTAaHOBIIEHHOTO MOPsIKa 00pabOTKH MEPCOHATBLHBIX
JTAHHBIX, TPABWJI XPAHEHHs, WCIOJIb30BAHUS M Tepeadyd HaXOMASIIUXCS B HUX PACIOPSIKEHUU
3aIMIIAEMbIX PecypcoB cHCTeMbl. Kaxknmpiii coTpyaHuk (mpu TmpuemMe Ha paboTy) OJDKEH
MOJIMCHIBATh 00S3aTENBLCTBO O COOJIIOJEHMHM M OTBETCTBEHHOCTH 32 HAapyIIEHHE YCTaHOBJICHHBIX
TpeOOoBaHUM MO0 COXPAHEHUIO MEPCOHATIBHBIX TaHHBIX AJMUHHUCTPAIIH.

OO0paboTka TEpCOHAJBHBIX JAHHBIX B  KOMIIOHEHTaX HMH()OPMAIMOHHBIX  CHUCTEM
AJMUHHUCTpAIUU JT0JKHA MPOU3BOAUTHCS B COOTBETCTBUU C YTBEPKACHHBIMU TEXHOJIOTHUYECKUMU
WHCTPYKIUSMHU.

5.5. PernamenTarnusi mporieccoB OOCTY>KMBaHUSI W OCYIIECTBICHHUS MoIu(UKauu
anmapaTHBIX ¥ MPOTPAMMHBIX PECYPCOB

B nensx nmonnepxkaHusi pexxnuMa WH()OpMaMOHHONW 0€30MacHOCTH amnmapaTHO-IporpaMMHas
KOH(UTYypaIsi aBTOMaTU3UPOBAHHBIX PabOYMX MECT COTPYIHUKOB ATMUHUCTPAIUU, C KOTOPBIX
BO3MOXEH JOCTYyNl K pecypcaM HH(OPMAlMOHHOW CHCTEMBI, JOJKHA COOTBETCTBOBATH KpPYTyY
BO3JIOKEHHBIX Ha JAHHBIX M0JIb30BaTeNeil (PyHKIIMOHAIBHBIX 005 3aHHOCTEH.

B koMmoneHTax MHPOPMAIIIOHHON CHCTEMBI U Ha pabOYMX MECTaX IMOJIb30BaTENeH TOJKHBI
YCTaHABJIMBATHCS M UCIOIB30BATHCS JIMIIEH3NOHHBIE POTPaMMHBIE CPE/ICTBA.

5.6. O6ecneyeHre M KOHTPOIb (PU3UIECKOM IIEIIOCTHOCTH (HEM3MEHHOCTH
KOH(UTYpaIK) annapaTHRIX PeCypcoB

O6opynoBanre HHPOPMAIIMOHHON CHCTEMBI, HCIOJb3yeMOEe [UIsl JOCTyNa W XpaHEHUs
NEPCOHATBHBIX TAHHBIX, K KOTOPOMY JJOCTYIT 00CITYKMBAIOIIETO IIEPCOHANA B TIPOLIECCE IKCIUTyaTaIluH
He TpeOyercs, IMOcie HalaJo4YHbIX, PEMOHTHBIX W HHBIX pabOT, CBSA3aHHBIX C JOCTYIOM K €ro
KOMITOHEHTaM JIOJKHO 3aKPBIBATHCSL.

5.7. [Tog6op u moaroToBKa nMepcoHana, 00y4YeHHe Mmojb30BaTeeh

[Tonb3oBarenu WHPOPMAIMOHHBIX CHUCTEM AJIMUHUCTPAIMH, a TAaKXKe PYKOBOIAIIMN H
00CITyKUBAIOLINI IEPCOHAIT TOJKHBI OBITH 03HAKOMJIEHBI CO CBOMM YPOBHEM IOJHOMOYHI, a TaKxke
OpPraHU3alMOHHO-PACIIOPSAAUTEIIbHOM,  HOPMAaTHBHOM, TEXHHYECKOW M JKCIUIyaTallMOHHOU
JNOKYMEHTaIuel, omnpeaenstomeii TpeOoBaHUS U MOPSAOK OOpaOOTKM IMEpPCOHANbHBIX JAHHBIX B
AJIMUHUCTpALIUH.

ObecnieueHne 6€30MacCHOCTU MEPCOHATBHBIX JAHHBIX BO3MOXKHO TOJBKO IOCJE BBIPAaOOTKH Y
MOJIb30BaTENIeH ONPEIEICHHON KyIbTyphl paboThI, T.€. HOPM, 00s3aTEIbHBIX JJIs1 UCTIOJHEHUS BCEMU,
KTO paboTaer ¢ HH(OPMaLMOHHBIMU pecypcaMu AnMuHUCTpaunu. K TakuM HOpMaM MOKHO OTHECTH
3ampenieHne JIIOOBIX YMBIIIICHHBIX WU HEYMBIIUICHHBIX JCWCTBUN, KOTOPHIE HApYIIAIOT
HOpPMaJbHYI0O pabOTy KOMIOHEHTOB HWH(OPMALMOHHBIX CHCTEM AJMUHUCTPALIMU, BbI3bIBAIOT
JIOTIOJTHUTEJIbHBIE 3aTpaThl PECypCcoOB, HApyIIAIOT LEJIOCTHOCTh XpaHMMOH M oOpabarbiBaeMOit
nH(pOpMalUY, HApYIIal0T HHTEPECHl 3aKOHHBIX MOJIb30BaTeNeH, BlIaJeNIblIeB NI COOCTBEHHUKOB.

Bce nmonp3oBareny HHPOPMAITMOHHBIX CHCTEM AJIMUHUCTPAIMU JOJDKHBI OBITH 03HAKOMIICHBI
C OpraHM3allMOHHO - pacCHOPSAIUTENbHBIMH JOKYMEHTaMH IO O0OecleyeH’o 0e30MacHOCTH
MEePCOHANBHBIX JAHHBIX, B YaCTH, UX KaCAIOIICHCs, JOHKHBI 3HATh U HEYKOCHUTEIILHO BBITIONHSATH
WHCTPYKIIMW W 3HATh 00IIHe 00s13aHHOCTH 10 00ecTieueHnI0 0€30MacHOCTH MePCOHABHBIX JIAHHBIX.
JloBenenne TpeOOBaHUN YKa3aHHBIX JTOKYMEHTOB JO JIUII, JOMYIIECHHBIX K 00paboTKe 3allUIIaeMbIX
MEPCOHANBHBIX JAHHBIX, JOJKHO OCYIIECTBIISATHCS MO POCIUCH.

5.8. OTBETCTBEHHOCTH 32 HAPYIICHUS YCTAHOBJICHHOTO MOPSAKA MOJIb30BAHMS
pecypcamu HHPOPMAIIMOHHBIX CUCTEM AJIMUHUCTPALIUH.

Mepa 0TBETCTBEHHOCTH IIEPCOHAA 32 ICHCTBHUS, COBEPIICHHBIC B HAPYIIICHHE YCTAHOBICHHBIX
npaBmi1 obecriedyeHus: 0e30MacHOil paboThl C MEPCOHATBHBIMHU JaHHBIMH, JIOJKHA ONpPEAENsThCS
HAaHECEHHBIM yIIEpOOM, HAJIMYMEM 3JIOT0 YMBICIA W JPYr'MMHU (DakTopaMH IO YCMOTPEHHIO
PYKOBOJCTBa AJIMUHUCTPALIUU.

Jns peanusanuy IpUHLOMIIA IEPCOHAIBHONW OTBETCTBEHHOCTH IIOJIB30BATEIC 3a CBOU
IEWCTBUSA HEOOXOINMBI:

—  UHAMBHIYyalIbHas UACHTU(DUKAIMS MOJIb30BaTeNIel 1 HHULIIMUPOBAHHBIX UMHU IIPOLIECCOB,
T.e. ycTraHoBlieHHEe 3a HuUMH wuaeHTudukaropa (login, Username), Ha 0a3ze koTtoporo Oyxer
OCYIIECTBISATHCS pa3rpaHUUEHUE JOCTYTa B COOTBETCTBUU C MPUHIIMIIOM OOOCHOBAHHOCTH JJOCTYTIA;

—  TpOBEpKa MOJIMHHOCTH TMOJIb30BaTeNeH (ayTeHTH(HUKAIK) HA OCHOBE MapOoJIeH;



—  peakius Ha IONBITKH HECAHKIIHOHUPOBAHHOTO JIOCTYIA (CUTHAIM3ANNS, OJIOKHPOBKA U

T.0.).
5.9. CpenctBa obecrieueHust 0€30MACHOCTH MEPCOHAIBHBIX TAHHBIX

Hns oGecnieyenuss wHOOpPMAIMOHHOW 0€30MacHOCTH  AJIMUHHUCTPAIMK  UCIIOJIB3YIOTCS
CIICAYIOIINE CPEACTBA 3AIIUTHI:

— (usHYecKue CpeacTBa;

— TEXHUYECKUE CPEJ/ICTBA;

— CcpeacTBa UACHTH(PUKAIMY U Ay TCHTH(PUKAIIUHU TTOTh30BATEICH;

— CpeICTBa pa3rpaHUYCHUs JIOCTYIIA;

— cpeacTBa 00eCTIeYeHHs U KOHTPOJIS LIEIOCTHOCTH;

— CpEICTBAa ONEPATUBHOTO KOHTPOJIS M PETUCTPAIIH COOBITHI 0€30MacHOCTH.

CpencTBa 3amuThl JOJDKHBI MPUMEHATHCS KO BCEM pecypcaM HH(OPMAIIMOHHBIX CHCTEM
JlemapraMeHTa, HE3aBHCUMO OT WX BHJA M ()OPMBI IPEACTABICHUS HHPOPMAILIUU B HUX.

5.10.  ®usnyeckue cpeacTBa 3aLUTHI

dwusnyeckne Mepbl 3alluThl OCHOBAHBI HAa TPUMEHEHHH pa3HOTO poJla MEXaHUYECKHUX,
AJIEKTPOHHBIX WM  DJIEKTPOHHO-MEXaHHMUYECKUX YCTPOWCTB U COOPYKEHUH, CIELUAIBHO
MpeIHAa3HAYEHHBIX JIJIS CO3/IaHuUsl PU3NYECKUX MPETSITCTBHIA HA BO3MOXKHBIX MYTAX MPOHUKHOBEHUS U
JOCTyIa TIOTEHIMATBHBIX HApYIIUTENIeH K KOMIIOHEHTAM CHCTEMBI M 3alUIIaeMbIM TIEPCOHATBHBIM
TaHHBIM, a TAK)Ke TEXHUYECKHUX CPEJICTB BU3YaIbHOTO HAOIIOACHNS, CBSI3U U OXPAHHOW CUTHAIM3ALINY.

Jns obecnieuennst pusnyeckoit 0€30MacHOCTH KOMITOHEHTOB HWH(POPMAIIMOHHBIX CHUCTEM
AJIMHHHCTpPAIIUN HEOOXOIUMO OCYIIECTBIIATh Psiji OPraHU3AIMOHHBIX U TEXHUYECKUX MEPOTPUSTHI,
BKITIOYAOIIIUX: TIPOBEPKY 000PYI0BAHUS, TPETHAZHAYCHHOTO 111 00pabOTKH IIEPCOHANBHBIX JAHHBIX,
Ha!

— HaJTM4YMe CIeIHAbHO BHEPEHHBIX 3aKJIaIHBIX YCTPOUCTB;

- BBCJICHHE  JIONOJHUTEIBHBIX  OrPAaHMYCHHWH IO  JOCTYINYy B  IOMCIICHHS,
MpeHa3HauYeHHBIC JJI XpaHEHUS M 00paOOTKH MEePCOHATBHBIX TaHHBIX;

- o0opyJIOBaHHE CHUCTeM HMH(POpPMATU3AIMM YCTPOMCTBaMU 3allUTBl OT CcOOEB
AJIEKTPONTUTAHUS ¥ IOMEX B JIMHHUSX CBSI3H.

5.10.1. TexHudeckue cpeacTBa 3alluTh

TexHuueckue (ammapaTHO-MPOTPAMMHBIE) Mephl 3alllUTHl OCHOBAHBI HAa HCIIOJIb30BAaHHH
Pa3IUYHBIX 3JIEKTPOHHBIX YCTPOMCTB M CIEIMATBHBIX MPOTPAMM U BBITIOIHSIOMIUX (CAMOCTOSATEIHHO
WU B KOMIUJIEKCE C APYTUMU CpeACTBaMHU) (PYHKITUHU 3amIUThI (MICHTU(DHUKAIINIO U ayTeHTU(DUKAITHIO
MOJIb30BaTENIeH, pasrpaHUueHe JOCTYIa K pecypcaM, PerucTpauio coObITUH, KpunTorpadudeckoe
3aKpBITHE UHPOPMALIUU U T.1.).

C yueToM Bcex TpeOOBaHU U MPUHIIMIIOB 00eCTIeYeHUS O€30MTaCHOCTH NIEPCOHANIBHBIX TaHHBIX
10 BCEM HANPAaBJICHUSM 3aIIUTHI B COCTaB CHCTEMBI 3allIUTHI JOJKHBI OBITh BKIIOYCHBI CIIETYIOIIHC
cpexacTna:

— CpeAcTBa pa3rpaHUYCHHs JOCTYIA K JaHHBIM;

— CpPEeICTBa PETUCTPAIMH JIOCTYyIa K KOMIOHEHTaM WH(OPMAIIMOHHON CHCTEMBI U KOHTPOJIS
3a UCTIOJIb30BaHUEM WH(OPMAIINH;

— CpeICTBa pearnpoOBaHMUs Ha HAPYIICHUS pekuMa HH(POPMAITMOHHOW OE30MTaCHOCTH.

Ha texHnueckue cpeacTBa 3alUThl BO3JIAracTcs peleHne CIEAYIOUINX OCHOBHBIX 3aay:

— uneHTUUKANUS U Ay TeHTU(PUKAIUS T0JTH30BATEINCH TP ITOMOIIY UMEH HITH CIICIIUATBHBIX
anmapaTHbix cpencts (Advantor, Touch Memory, Smart Card u 1.11.);

— perJiaMeHTalus W yIpaBJIeHUE JOCTYIIOM MOJb30BaTENeH B MOMEIICHHS, K PU3UICCKUM U
JIOTUYECKUM YCTPOUCTBAM;

— 3amMTa OT MPOHWKHOBEHHSI KOMITBIOTEPHBIX BUPYCOB M Pa3pyLIMTEIBHOTO BO3ICHCTBHSI
BPEIOHOCHBIX ITPOTPaMM;

— perucrtpanus BceX JCWCTBUI IOJIb30BaTeNs B 3alllMIIEHHOM >KypHaie, HaJH4ue
HECKOJIbKUX YPOBHEH PETHUCTPAIIHH;

— 3amMTa JaHHBIX CHCTEMBI 3allIUTHI HA (aillIoBOM cepBepe OT JOCTyIa IOJIb30BaTeeH, B
YbH JJOJPKHOCTHBIE 00513aHHOCTH HE BXOJAUT paboTa ¢ MHPOPMAaLUHU, HaXOAAIIeHcs Ha HEM.

5.11.CpenctBa uaeHTHGUKAIMT ¥ ayTEHTU(DHUKAIIAN TTOJIh30BaTEICH



B nensax npenorBparienusi paboThl ¢ pecypcaMu HH()OPMAIIMOHHBIX CUCTEM AJIMUHUCTPAIIMH
MMOCTOPOHHUX JIUI] HEOOXOAUMO OOECHeUnTh BO3MOKHOCTH PACHO3HABAaHUSI Ka)JOTo JIETAIBHOTO
MoJib30BaTeNs (WK TPYyNI mojib3oBateneit). s uneHTudukanuu MOTyT IPUMEHSTHCS Pa3TUIHOTO
poJla yCTpOHCTBA: MarHUTHBIE KApPTOUKH, KIIFOUH, KITIOYEBbIE€ BCTABKU, JUCKETHI U T.II.

Aytentuduranus  (TOATBEPKIACHUE TOJIMHHOCTH)  IOJb30BaTeNel  TakKe  MOXKET
OCYIIECTBISATHCS:

— IyTeM TMPOBEPKH HaJWuus y I[OJIb30BaTeNel KaKuxX-TMOO CHelHalbHbIX YCTPOWCTB
(MarHUTHBIX KapTOYEK, KJIIOUEH, KIIOYEBBIX BCTABOK U T.J.);

— IIyTeM MPOBEPKH 3HAHUS UMH MapoJeil;

— IyTeM IMpPOBEPKH YHUKAIbHBIX (UINYECKUX XapaKTePUCTHK M MapaMeTpoOB CaMHX
MOJIb30BATENCH MPU MOMOIIHY CHEIUATBHBIX OMOMETPUUYECKUX YCTPOUCTB.

5.10.2. CpenctBa pasrpaHUueHHS JOCTyMa

30HBI OTBETCTBEHHOCTH W 33/ladyll KOHKPETHBIX TEXHHYECKUX CPEACTB  3aIUTHI
YCTaHABIIMBAIOTCSI UCXO/IS U3 X BO3MOXKHOCTEH M SKCILTyaTallUOHHBIX XapaKTEPUCTUK, OMIMCAHHBIX B
JOKYMEHTAIIMU Ha JaHHBIC CPEJICTBA.

TexHuyeckue cpeicTBa pa3rpaHUUYEHUs AOCTYIA AOKHBI 10 BO3MOXHOCTU OBITh COCTaBHOM
9acThIO €IMHOM CHUCTEMbI KOHTPOJIS IOCTYIIA!

— Ha KOHTPOJHPYEMYIO TEPPUTOPHIO;

— B OT/ICTIbHBIC TOMEIICHUS;

— K KOMIIOHEHTaM HWH()OPMAIMOHHOW cpeabl AIMUHHUCTPAIUU U DJIEMEHTaM CHCTEMBbI
3aIUTHl IEPCOHATIBHBIX TAHHBIX ((DU3NYECKUNA TOCTYII);

— K wuHPOPMAIMOHHBIM pecypcaM (IOKyMeHTaM, HOcUTelmsiM uHbopmaruu, daitnam,
HabopaM JTaHHBIX, APXUBaM, CIIPaBKaM U T.11.);

— K aKTUBHBIM pecypcam (IPUKIaIHBIM MPOTrpaMMaM, 3aa4aM U T.11.);

— K OINEpalroHHOM cucTEMe, CUCTEMHBIM ITPOrpaMMaM U IporpaMmam 3aliuThl.

5.10.3.CpenctBa obecrieueHUs] U KOHTPOJIS LIETOCTHOCTH

CpenctBa oOecnedeHHs IEIOCTHOCTH BKJIIOYAIOT B CBOW COCTaB CPEACTBA PE3EPBHOTO
KOMMPOBAHHUS, MPOTPAMMbI AHTHBUPYCHOW 3alllUTHI, MPOTPAMMbl BOCCTAHOBIEHUS IEIOCTHOCTH
OTIepaIMOHHOM cpebl U 0a3 JaHHbBIX.

CpenctBa KOHTPOJIS LETOCTHOCTH WH(OPMAIIMOHHBIX PECYPCOB CUCTEMBI IPETHA3HAYCHBI IS
CBOEBPEMEHHOT0 OOHAPYXKEHUSI MOIU(UKAIIMY U UCKAXEHUS pecypcoB cucTeMbl. OHU MO3BOJISIIOT
o0ecneunTh MPaBUIBLHOCTh (PYHKIIMOHUPOBAHUS CHCTEMBI 3alllUTHl M IIEIOCTHOCTh XPaHUMOU U
oOpabaTsiBacMoOi HHGOPMAIIHH.

KonTpons 1menoctHocTH WHGOPMAIMU W CPEACTB 3allUThI, C IIEJIbI0 OOecTeueHus
HEU3MEHHOCTH HMH(POPMAIIMOHHONW  CpENbl, OMpeaeseMOld MPEAyCMOTPEHHOM TEXHOJOTHEH
00paboTKH, W 3aIIUTHl OT HECAHKIIMOHUPOBAHHON MOAM(UKAINN MEPCOHATBHBIX TAHHBIX OJIKCH
o0ecrneunBaThCs:

- CpEICTBAaMHU pa3rpaHUYEHHUs JocTyna (B MOMEUICHHS, K JOKYMEHTaM, K HOCHUTEISIM
uH(pOpMaINHY, K CepBepaM, IOTUYECKUM YCTPOUCTBAM | T.I1.);

- CpeICTBaMU JIEKTPOHHOM MOIIHCH;

- CpeICTBAMHU TMOJCYETa KOHTPOJIBHBIX CYMM (ISl HCIIOJIB3yeMOTO MPOTrPaAaMMHOIO
obecrieueHus).

5.10.4.CpencTBa onepaTUBHOTO KOHTPOJIS U PETUCTPAIK COOBITHI 0€30IacHOCTH

CpenctBa 0OBEKTUBHOTO KOHTPOJIS JOJDKHBI OOecreuynBaTh OOHApPYKEHUE U PETUCTPALUIo
BCeX COOBITHIA (IeicTBUI mosib3oBarene, monbiTok HCJl u T.1.), KOTOpbIe MOTYT MOBJEYb 3a OO0
HapylleHre 6€30MacHOCTH U MPUBECTH K BOZHUKHOBEHUIO KPU3UCHBIX CUTyaluil. AHanu3 coOpaHHON
CpeICTBAMHU PETUCTpalii WH(POPMAIIUU TIO3BOJISET BBISIBUTH (PAKThI COBEPIICHUS HAPYIICHHMA, UX
XapakTep, MOJCKa3aTh METOJ €ro pacciieJOBaHMs U CIOCOOBI MOMCKAa HAPYIIUTENS. U UCIPABICHUS
cutyaruu. CpencTBa KOHTPOJIS U PETUCTPAIIUU JTOJDKHBI MIPEIOCTABISTh BO3MOXKHOCTH:

— BEIEHUS W aHaluW3a >KyPHAJIOB PETUCTPALUU COOBITUH O€30MacHOCTH (CHUCTEMHBIX
KYPHAJIOB);

—  TIOJIyYEeHHS TBEPAOW KONuHU (TevaTH) )KypHalla perucTpalii COOBITHI O€30MaCHOCTH;

—  yHOpsAIOYEHUS KyPHAJIOB, a TAKXKE YCTAHOBJICHUS OTPAHUYEHUI Ha CPOK UX XPAHECHUS,;



— OIEpPaTHBHOTO OMOBELICHUSI OTBETCTBEHHOT'O 32 OPTraHM3aINI0 00pabOTKU MEepCOHANBHBIX
TaHHBIX O HAPYIICHUSX.

[Tpu peructpanmu coObITHI 06€30MAaCHOCTH B XKypHaje NOJDKHA (PMKCUPOBATHCS CIETYIOIIAs
nHpopMaInus:

— J1aTa v BpeMs COOBITHSI;

—  UICHTH(UKATOP CYyOBEKTa, OCYIIECTBISIONIETO PETHCTPUPYEMOE AEHCTBHE;

— JeWcTBue (THN A0CTYyNA).

5.11.  Koutpoias 3¢ppeKTUBHOCTH CHCTEMBI 3aIIUTHI

KoHTpoms 3¢ QeKTHBHOCTH 3alUTHl TEPCOHATBHBIX MAHHBIX OCYIIECTBISIETCS C IENbI0
CBOEBPEMEHHOTO BBIBICHHS UM MPEIOTBPAILCHHUS YTEUKH TMEPCOHAIBHBIX JAaHHBIX 3a CYET
HECaHKI[MOHUPOBAHHOTO JIOCTyIa, a TakXke MNPEAYyNPESKACHUS BO3MOXHBIX  CIICIHATIBHBIX
BO3/ICUCTBUI, HANpaBICHHBIX HAa YHUYTOXXEHHE IE€PCOHAIBHBIX JAaHHBIX, pa3pyLICHHE CPEICTB
uHpopmaTrzauu. KOHTpOIIb MOXKET MPOBOANTHCS MPUBJIEKAEMBIMH JUIS 3TOM LIEJIN OPTaHU3ALUSIMH,
MMEIOIIMMHU JIMIICH3HUIO Ha 3TOT BUJ IEATEIbHOCTH.

Ouenka 3¢ GeKTUBHOCTH MEp 3aIIUTHI IEPCOHATBHBIX JAHHBIX IPOBOANTCS C HCIIOJIb30BAaHHEM
TEXHUYECKHX M TPOTPAMMHBIX CPEICTB KOHTPOJS Ha MpPEeIMET COOTBETCTBHS YCTAaHOBJIEHHBIM
TpeOOBAHUSIM.
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